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Contract Attachment — Information Security Requirements
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Actron’s Information Security Policy
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To enhance personnel awareness, prevent data leakage, ensure daily maintenance practices,

and maintain service availability.
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II.

Personnel Security Requirements
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Personnel assigned by Supplier must comply with Actron’s information security policy and
related regulations. All maintenance personnel must read and adhere to the applicable
security requirements.
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Any personal data, applications, files, media, or related information of Actron that is
accessed by Supplier’s personnel during their work must be kept strictly confidential.
Disclosure to any third party is prohibited. This obligation continues after the end of
employment, and any breach may result in legal liability.
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If a Supplier staff member fails to comply with the information security terms and causes an

incident, Supplier shall compensate Actron for actual damages, as determined by both

parties.
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Supplier personnel must perform only the tasks agreed upon in the contract and are not
permitted to carry out unauthorized actions. Critical equipment must be handled in the

presence of Actron’s IT staff, with attention to data integrity and security.
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II. Information Security Responsibilities
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Actron reserves the right to audit Supplier and its subcontractors through on-site inspections,
third-party audit teams, or other appropriate methods, as mutually agreed. If Supplier fails to
meet contractual or information security requirements, corrective actions must be completed
within the specified deadline. Failure to do so will result in penalties as defined in the
contract.
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Supplier must comply with applicable personal data protection laws, intellectual property
rights, and other information security laws and policies.
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Software, hardware, or documentation delivered by Supplier must be scanned for malicious
software (e.g., viruses, worms, trojans, spyware) and covert channels. Security testing
results must be provided. For third-party components, the source and authorization must be
clearly identified. All test data, accounts, and admin credentials must be removed before

going live.
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All deliverables must be updated and patched prior to delivery to ensure that the latest
versions and all known vulnerabilities are addressed.
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During the warranty period, Supplier must monitor security advisories (e.g., for frameworks,
plugins, or libraries used) and proactively provide suggestions for improvements. Supplier
must assist Actron in applying necessary security protections and patches.
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Upon contract completion or termination, Supplier must delete, destroy, or return all data
obtained from Actron, as instructed, and retain records of these actions.
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For any software or system developed, Supplier must implement version control, access
control, and maintain access logs in accordance with security regulations.
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If Supplier violates Actron’s information security policies or is aware of any incidents
affecting Actron or themselves, Supplier must report the incident to Actron within one hour,
initiate emergency response procedures, and fully cooperate with follow-up actions.
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Supplier must implement proper configuration management to ensure system integrity and
consistency, meeting Actron’s quality and security standards.
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If Supplier violates these security responsibilities, they will be liable under the contract’s

penalty clauses and shall compensate Actron for any resulting damages.
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If Supplier fails to complete any agreed tasks within the contractually specified timeframe,
Actron may deduct 1% of the total contract amount per calendar day of delay. If
accumulated penalties reach the total contract value, Actron reserves the right to terminate
the contract.
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If Supplier violates the "Personnel Security Requirements" or "Information Security
Responsibilities," and this results in harm to Actron, Actron may claim compensation. If any
Supplier employee discloses or misuses confidential information—whether instructed or
not—Supplier and the employee shall be jointly liable. Supplier must take immediate

corrective actions, and Actron may terminate the business agreement at any time.
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Supplier shall affix both company seal and authorized representative’s signature.



